NHOPOPMAIIMOHHASA ITAMATKA JJIAA OBYYAIOIUXCA JIA
PASMEIIEHUA HA O®PUIINUAJIBHBIX HHTEPHET-PECYPCAX

C Ka)XabIM TOJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IKOJIBHUKH OJHU
13 CaMbIX AKTUBHBIX ITOJIb30BaTene Pynera. Mexay TemM, HOMMMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET U NPOOJIEMBl. JTa NaMsATKa JOHKHA TIOMOYb Te0e
6e3omacHo HaxoIuThCs B ceTu. KommnbioTepHbie BUpychl KOMIbIOTEpHBIN BUPYC - 3TO
Pa3HOBHJIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIMYUTEIBHOW OCOOEHHOCTBIO KOTOPO
ABJIIETCSL CHOCOOHOCTh K Pa3MHOXKEHHIO. B 1onoHEHNE K 3TOMY, BUPYCHI MOT'YT IOBPEIUTh
WM TIOJTHOCTHIO YHUUTOXUTH BCe (Paifyibl M JAHHBIE, MOJAKOHTPOJIbHBIC TTOJB30BATENIO, OT
MMEHHM KOTOPOTO ObLIa 3allyllleHa 3apakKeHHasl IPOrpaMMa, a TakKe MOBPEIUTh UITU J1aXKe
YHUUYTOKUTH ONEPALIMOHHYIO CUCTEMY CO BCceMU (ailiamMu B 11es1oM. B GonbinHCTBE
CJIy4acB PACIpPOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

Memoobt 3auiumot om 6peO0OHOCHBIX NPOZPAMM:

1. Wcnonp3yil cOBpeMEHHbIE OllepallMOHHbIE CUCTEMBI, UMEIOIINE CEPhE3HBI YPOBEHD
3aIUATHI OT BPEJOHOCHBIX MPOrpamMM;

2. IlocrosiHHO ycTaHaBnuBai nautu (IUPPOBBIE 3aIJIaATKU, KOTOPbIE aBTOMATUYECKU
YCTaHaBIUBAIOTCSA C 1I€JIbI0 JOPAOOTKU MPOrpaMMbl) U Apyrue oOHOBIIEHHUS CBOEH
orneparmoHHo# cucteMbl. CkaunBail X TOJIBKO ¢ O(DUIIMATBLHOTO caiiTa pa3padboTyuka
OC. Ecnu cyniecTByeT peKuM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIOUH €T0;

3. Paloraii Ha cBOeM KOMIIBIOTEPE MO/ MPaBaMu MOJIB30BATENSI, & HE aIMUHUCTPATOpA.
DT0 HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM MHCTANIMPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnosb3yii aHTUBHPYCHBIE POTPAMMHBIE IPOIYKThI U3BECTHBIX TPOU3BOAUTEINIEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanudb GU3HYECKUI TOCTYN K KOMIBIOTEPY JIs1 TOCTOPOHHUX JIULL;

6. Mcnonw3yit BHEIIHKME HOCUTEIHN HH(DOpMAaIUK, Takue Kak (remka, TucK win (aiin u3
MUHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHHUKOB;

/. He oTkppiBail KOMIIBIOTEPHBIE (haiiiibl, NOJYYEHHbIE U3 HEHAJIEAKHBIX HCTOYHHUKOB.
Jaxxe Te (aitsibl, KOTOpBIE MTPUCITAT TBOM 3HaKOMBIN. Jlydille yTOUHHU y HETO,
OTIPABIISI JI OH TeOe UX.

Cern WI-FI

Wi-Fi - 5T0 He BU nepeayn JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIL OpeH 1, MapKa.
Eme B 1991 rony Hunepnanackas koMmmanus 3apeructpupoana openn "WECA", uto
ob6o3nauaso cnoBocodyetanue "Wireless Fidelity", koTopbrit mepeBouTCs Kak
"GecnpoBOHAS TOYHOCTH".

Jlo Haiero BpeMeHH Joliia Apyras ab0peBuaTypa, KoTopas SBIISIE€TCS TaKOM ke
TexHoJioruei. Ito abbpesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha
CTaHAapT BhICIICH 3ByKOBOM TexHuku Hi-Fi, 4T0 B mepeBoje o3HadaeT "BbICOKasi TOUHOCTH'.



Jla, OecrinaTHBIM MHTEPHET-AOCTYH B Kade, OTENSIX U adponopTax SBISETCS OTIIMYHOM

BO3MOKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE SKCTIEPTHI CUMTAIOT, YTO OOIIETOCTYITHBIC
Wi-Fi cetu He ABISIOTCA 6E€30MACHBIMM.

Cosempul no 6e3onacnocmu pavomol 6 oouwedocmynnvix cemsax Wi-fi:

1.

He nepenasaii cBoto nuunyto nHdopmaruio yepes odmenocrynusie Wi-Fi cetu.
PaboTas B HuX, *enarebHO HE BBOAUTH MapOJIH JIOCTYIIA, JOTUHBI U KAKHE-TO
HOMEpa;

Hcnonb3yit 1 OOHOBISN aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. TeM caMbIM ThI
oOe3omacuiilb ce0si OT 3aKayKH BUpyca Ha TBOE YCTPOUCTBO;

[Tpu ucnonwzoBanuu Wi-Fi otkimoun pyukiuio "O0muid noctyn k daitinam u
npuntepam". JlanHas GyHKIUS 3aKphITA [0 YMOTYAHHIO, OHAKO HEKOTOPHIE
M0JIb30BATENIM aKTUBUPYIOT €€ JIsl y100CTBa UCIOIB30BaHUs B paboTe min yueoe;
He ucnons3yit myonuunsii WI-FI aiig nepegaun nTu4HbIX TaHHBIX, HAPUMED 115
BBIX0/Ia B COIIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO TOUTY;

Ncnonb3yii Tonpko 3anunieHHoe coenuHenue uyepe3 HTTPS, a e HTTP, 1.e. pu
Habope BeO-aapeca BBOAU UMEHHO "https://";

B MoOunbpHOM Tenedone oTkmoun Gpynknuto "Tloaxmouenune k Wi-Fi
aBTOMarndecku'. He nomyckaid aBTOMaTHYECKOTO MOJKIIOYEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacus.

ConuajgbHble CeTH

COI_[I/IaJIBHBIC CCTHU aAKTUBHO BXOJIAT B HAIlY )KU3Hb, MHOTHUC JIFOH pa60Ta10T H JXUBYT

TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBal MUAJUTHAP/T YSTIOBEK, UTO SBIISICTCS
OJIHOM CEeIbMOM BCEX KUTENCH TUIaHeThl. MHOTIHe MoJIb30BaTeIv HE TIOHUMAIOT, YTO
nHpopMarus, pa3MeIeHHass UMH B COITMAIBHBIX CETIX, MOXKET OBITh HalieHa 1
HCIIOJb30BaHa KEM YTOJHO, B TOM YHCJI€ HE 00s3aTeIbHO ¢ OJJaruMU HAMEPEHUSIMH.

OcHogHble coeembl nO 6€30NACHOCMU 6 coyuaibHblx cemsx.

1.

Orpanuub CIUCOK Apy3ei. Y TeOs B APY3bsSIX HE JOJKHO OBITH CIyYallHBIX U
HE3HAKOMBIX JIIOJICH;

3amuinai cBO0 YacTHYIO ku3Hb. He yka3biBail napoiu, TenedoHsl, aapeca, 1aTy
TBOETO POXKIEHUS U APYTYIO TUUHYIO HH(GOPMAIIHIO. 3TOYMBIIINICHHUKH MOTYT
UCIIOJIb30BaTh Aake MHPOPMALIMIO O TOM, KaK Thl M TBOU POJIUTEIH TUIAHUPYETE
POBECTH KAaHUKYIIbL;

3amuiiaii CBOIO peryTalHIo - JIEP>KU €€ B YUCTOTE U 3a/aBail cebe Bompoc: XoTes Obl
ThI, YTOOBI IPYTHE MOJIb30BATEIN BUACIH, YTO ThI 3arpyxaeib? [Togymail, npexe
9YeM YTO-TO ONyOJMKOBATh, HAMIMCATh U 3aTrPY3UTh;

Ecnu TeI roBOpUIIB C TFOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3Yl CBOE PEAIBHOE
UMS U APYTYIO JTUYHYIO HHGOPMALIMK: UMSI, MECTO KUTEIbCTBA, MECTO Y4€ObI U
Ipouee;

N36erait pazmetenns portorpaduii B UntepHere, rae Thl H300pakeH HA MECTHOCTH,
110 KOTOPOW MOYKHO ONIPEAEIIUTH TBOE MECTOIIOIOKEHUE;



6. Ilpu perucrpanuu B COIMAIBLHON CETH HEOOXOIUMO UCTIOIb30BAThH CIIOKHBIE TAPOIIH,
cocrosiue u3 OyKB ¥ (P U C KOJTMYECTBOM 3HAKOB HE MEHEe §;

7. J17s conuanbHOM CEeTH, MOYTHI U IPYTHX CAUTOB HEOOXOAMMO HCIIOJIb30BaTh pa3Hble
napoinu. Toraa eciu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKY TTOJIy4aT JOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBbIE IeHbIH

DNEeKTPOHHBIE JEHBIH - 3TO OYEHb YIOOHBIN CIOCOO MIATEKEN, OTHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTST IMOJIYYUTh 3TH I€HBIH.

BJIGKTpOHHI)IC JCHBI'H ITIOABHJIIMCH COBCCM HCAABHO M MMCHHO HM3-3a 5TOI'O BO MHOTHX
rocyaapCrBax 10 CHUX IIOp HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun e onr pyHKITMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJe UX
pa3aeNstoT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
QHOHUMHBIE - ATO T€, B KOTOPHIX pa3peliacTcs MPOBOAUTE omneparuu 0e3 uieHTupuKaum
MOJIb30BATENS], 4 B HEAHOHUMHBIX MJICHTU(DHUKAIMS [TOJIH30BATENS SBISETCS 00s13aTEIBHOM.

Taxoke ciaenyeT pa3inuyarh 3JIEKTPOHHbBIE (PUAaTHBIE IEHBbIU (PaBHBI TOCYaPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE HEe(UATHBIC IEHbIY (HE paBHBI FOCYJAPCTBEHHBIM BAIIOTaM).

OcHogHble coeemul nO 0€30NACHOIL paﬁome C IJIEKMPOHHbBIMU OeHbzamu:

1. IlpuBsku K cueTy MOOMIBHBIN Teae(hoH. ITO caMblil yIOOHBIN U OBICTPBINA CIIOCO0
BOCCTAaHOBUTH JIOCTYII K cueTry. [IpuBs3aHHbIil TenedoH MOMOXKET, €CIu 3a0yAellb
CBOM IUIATEKHBIA MapoJib WM 3alAEIIb HA CAaUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit onHopazoBsie maposu. [locie nepexoa Ha yCUIIEHHYIO aBTOPHU3AIIUIO
TeOe yke He OyAeT yrpoKaTh OMAaCHOCTh KPaXKH UJIU MepexBaTa MIaTeKHOro MapoJis;

3. Bribepu cnoxsbIit maposb. [Ipectynmankam OyaeT He IPOCTO yraaaTh CIOKHBIHA
napois. HajexxHble naposu - 3T0 mapoyiv, KOTOPbIE COlepKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0sI CTPOYHBIE U IPOIMUCHBIE OYKBBI, HU(PPBI 1 HECKOJIBKO CUMBOJIOB,
TaKWe Kak 3HaK JoJuiapa, pyHTa, BocKIMIareabHbIi 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOU JIMUHBIEC JaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIIb.

JJIeKTPOHHAA MOYTAa

DNEeKTPOHHAS TI0YTa - ATO TEXHOJIOTHS U TTPEIOCTABIISIEMBIE €10 YCIIYTH IO TIEPEChITKE
Y TIOJTYYCHHIO DJICKTPOHHBIX COOOIIEHUH, KOTOPBIC PACIIPEACIISIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO JIEKTPOHHBIN MOYTOBBIN SANTUK BBHITJISIIAT CISAYIOIAM 00pa3oM:
UMs_TTOJIB30BATEISI(@UMS_TOMeHa. Takke KpoMe Tepeadn MPOCTOro TEKCTa, UMEETCs
BO3MOKHOCTh TIepe/1aBaTh (pailiibl.

OcHoeHble cosembl nO 0€30NACHOIL padome ¢ I1eKMPOHHOU NROYMOUL:



Hano BeIOpaTh mpaBUIbHBIN ITOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPITh TEM, KOTO 3HACIIb U KTO
IIEPBbIA B PEUTHUHIE;

He yxa3biBail B InuHOM nouTe InuHyto nHbopmaiuio. Hampumep, ayurie BoiOpaTh
"My3bIKanbHbIN_(panat@" wim "pox2013" Bmecto "temal3";

Hcnonb3yii IByX3TalHY0 aBTOPU3ALMIO. DTO KOrJ1a IOMUMO IapOoJis HY’)KHO BBOAUTH
KOJI, TpUChLIaeMbIil mo SMS;

Bri6epu ciioxxHbIi maposib. J{J1s Kaxa0ro moYTOBOIO SIUKA J0JKEH OBITh CBOM
HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY NIapOJIb;

Ecnu ecTh BO3MOKHOCTBH HAIMCaTh CAMOMY CBOM JIMYHBIN BONPOC, UCTIOJIB3YH 3TY
BO3MOKHOCTb;

Hcnonp3yii HECKOIBKO IMOYTOBBIX SIIMKOB. [1epBbIN 711 4aCTHOM NEPENUCKH C
azpecaTaMiu, KOTOPBIM Thl IOBEPSCIIb. DTO SJIEKTPOHHBIN aJIpec HE HAO0
UCIOJIb30BaTh MPU PETUCTPALlUU Ha popyMax U calTax;

He oTkpsiBail (aiiyibl U Apyryue BIOKEHUS B MUCbMAaX, JaK€ €CJIU OHU MPUIUIA OT
TBOMX Jpy3el. Jlyulie yTouHu y HUX, OTIPaBIIsUIN JIU OHU TeOe 3TU (aiibl;

[Tocne okoHuaHUs pabOTHl HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKJIAIKH C
caiToMm He 3a0yJp HaxKaTh Ha "BeiiiTn". KubepOymmuHT Wik BUPTyaJIbHOE
U3/1€BaTEIbCTBO

KubepOyuinHr - npecienoBanie cOOOLEHUSIMHU, COACPKAIIMMHI OCKOPOJICHHUS, arPeCCHIO,
3allyTUBAHUE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C TOMOLIBIO PA3IUYHBIX
MHTEPHET-CEPBHCOB.

OcHognbie cosemul no 60pvoe ¢ KubepoOyIIUHZOM:

1.

He Gpocaiics B 60ii. JIyumuii crmoco0: MOCOBETOBAThCS KakK ceOst BECTH U, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCA, TO BHaYaje yCIOKOUTHCS. Eciy Thl HAaUHElh
OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHUSI, TO TOJIBKO eIle OOJIbIIe Pa30KKeIb
KOH(DITUKT;

VYnpasnsii cBoeil kubeppernyranuei;

AHOHUMHOCTH B ceTd MHUMAs1. CyIIeCTBYIOT ClIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM,;

He cTouTt BecTn Xynuranckuii o0pa3 BUPTyasibHOM kU3HU. HTEpHET PUKCHUpYeET Bce
TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYyJET KpailHe 3aTpyIHUTEIHHO;
Co0mro1ail CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

Urnopupyii enuanyHbIN HeraTuB. OTHOPAa30BBIE OCKOPOUTEIHLHBIE COOOIICHUS JTyUIIe
urHopupoBaTh. OOBIYHO arpeccusi MPeKpamniaeTcss Ha Ha4aJIbHOW CTa/IHH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COLUATBHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKHUPOBKH OTIPABKU COOOIIEHUH C ONPECICHHbBIX
aZpECOoB;

Ecnu T cBUgeTEns KMOEpOyIMHTA. TBOM IEUCTBUSA: BBHICTYIIUThH TPOTUB
npecaeoBaTeNs, OKa3aTh EMY, YTO €r0 ACHCTBHS OLICHUBAIOTCA HETaTUBHO,
NOJIJIEPKATh JKEPTBY, KOTOPOM HYKHA MICUXOJIOTHYECKas MOMOILb, COOOUTUTh
B3pOCIIBIM O (paKTe arpeCCUBHOIO MOBEICHUS B CETH.



MoOunabHbIH Tes1eoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COACPKAT B ce0e BITOJIHE B3POCIBINMA
(yHKITMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMH KOMITBIOTEPaAMHU.
OnHako, CpeICTB 3aITUTHI IJIs MOJO0HBIX YCTPOUCTB MTOKa 0YeHb Majio. TecTupoBanue u
MOUCK YS3BUMOCTEN B HUX MPOUCXOJUT HE TaK UHTEHCUBHO, Kak s [1K, To ke camoe
KacaeTcsi U MOOMJILHBIX MPHUIIOKEHUMN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAaKTUIECKH TOTHAJIN HACTOJIbHBIS
aHaJIOTH, OJTHAKO paciidpeHue GyHKIMOHAA BIEYET 32 COOOU OOJIBIITYIO CIOXKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlanexo He Bce MPOU3BOUTENH BBITYCKAIOT OOHOBJIECHUS, 3aKPhIBAIOIINE KPUTUUECKHE
YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHogHble cosembl 01 6e30naAcCHOCHU MOOUILHO20 meiedona:

1. Huuero He siBHsieTCs MO-HACTOsAIEMY OecIIaTHBIM. byib OCTOpOXEH, Bellb KOTa
TeOe npeaararoT OeCIIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO
IUTATHBIE YCITYTH;

2. Jlymaii, npexne yem otnpaButb SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HACIIb, TJ€ OHU

OyIyT B KOHEYHOM UTOTE?

Heo0xo1umMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TENE(POHOB;

5. He 3arpyxaii npujio’)keHHs OT HEU3BECTHOTO UCTOYHHKA, BEJIb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUEHUE;

6. Ilocme TOro Kak THI BBIWIEIIH C CaiiTa, T/Ie BBOAMII JIMYHYIO HH(OpMAIIHIO, 3aii11 B
HACTpoWKH Opay3epa u yaanu cookies;

7. Ilepmoanuecku npoBepsid, KaKUe MIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Magaii cBOIf HOMEp MOOMIBHOTO Telle(hoHa TOIBKO JOSM, KOTOPBIX ThI 3HACIIIH U
KOMY JIOBEpsICIIb;

9. Bluetooth nomkeH ObITh BBIKITIOUEH, KOTIa ThI UM HE MOJIB3yeIbcs. He 3a0niBait
MHOTJA IPOBEPSATH ITO.

B~ w

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
00BEIUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayroT 1aHHbIA UM
MUp, OOILIAIOTCS APYT C IPYTOM, BBITOJIHSIOT 3aJaHMsl, CPAKatOTCsS C MOHCTPaMH U
MOJTy4YaloT OMbIT. 3@ YJOBOJIBCTBUE OHU TUIATAT: MOKYIAIOT AUCK, OMJIAYUBAIOT a0OHEMEHT
WJIM IPUOOPETAIOT KAKKE-TO OIILIMH.

Bce atu cpencTBa uayT Ha moAAep>KaHUE U Pa3BUTHUE UTPHI, & TAKKE HA caMy
0€30IaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPH3AIlH, BBIITYCKAIOTCS HOBBIC MATUYU
(mdpoBbIe 3aMIaTKy 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HOI[O6HBIX HUIrpax CTOUT OIacaTbCs HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaxKu

TBOCTO I1apoJisi, HA KOTOPOM OCHOBAHA CUCTEMaA aBTOPHU3AINN OOIBIIMHCTBA urp.

OcHoeHnble coeemul no 6€30NACHOCHU ME0e20 Uu’poe6o20 aKkkKayima:

1.

No bk w

Ecnu npyroit urpok Bezer ceds II0X0 WM CO3/1aeT Te0e HENMPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

IToxamnyiics agMAHUCTPATOPAM UIPBI HA TUIOXO€ MOBEAEHUE ITOTO UIPOKa,
JKEJATEJIbHO NPWIOKHUTh KaKHE-TO J0KAa3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBail muunyto nHdopmMaiuio B npodaiisie urpsi;

VYBaxkail Jpyrux y4acCTHUKOB II0 UIPE;

He ycranaBnuBail HeouuuanbHbIE ATYU U MOJBI;

Hcnonp3yii CII0XKHBIE U pa3HbIE ITApOJIH;

Jlaxxe BO BpeMsI UT'PbI HE CTOMT OTKJIFOUaTh aHTUBHpYC. [Ioka ThI Urpaenipb, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUINUHT WIH Kpaka JIMYHbIX JAHHbIX

OOBIYHON KpaXKkell IeHeT U TJOKYMEHTOB CErOJHS y>K€ HUKOrO HE YAUBUIIb, HO C

Pa3BUTHEM MHTEPHET-TEXHOJIOTUNA 3JI0YMBIIICHHUKHN MEPEMECTUINCH B UHTEPHET, U
MPOIOJIKAIOT 3aHUMAThCA ""TIOOUMBIM" JIETIOM.

Tak nmosiBuiIack HOBas YIpo3a: HHTCPHCT-MOIICHHUYCCTBA UJINU (1)I/IIHI/IH1“, I’1aBHaiA LCJIb

KOTOPOTO COCTOWT B MOTYYCHUU KOH(DUICHITNATBHBIX JaHHBIX MOJIb30BATEIICH - IOTHHOB U
napoJsieit. Ha anrnuiickom s3bike phishing untaercs kak ¢pumunr (0T fishing - peioHas
JIOBJIsI, password - TapoJib).

OcHognble cogemul no 60pvoe ¢ huwmunzom:

1.

o

Cnenu 3a cBoMM akkayHTOM. Eciiu Thl I0J103peBaelllb, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHUCTPATOPaAM
pecypca 00 3TOM KaK MOYXHO CKOPEE;

Hcnons3yit 6e3omacHble BEO-CalThl, B TOM YKCII€, UHTEPHET-MAara3uHOB U MOMCKOBBIX
CUCTEM;

Hcnonb3yil cliokHbIE U pa3Hble mapoin. Takum o0pa3om, eciii TeOs B3IOMAloT, TO
3JI0YMBIIUIEHHUKY MOJIy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE
KO BCEM;

Ecnu te0s B310Mau, ToO HEOOXOAUMO MPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBIIeHbI Y TEOS B APY3bsiX, O TOM, YTO TEOS B3JIIOMAIH M, BO3MOXKHO, OT TBOETO
UMEHU OYJIEeT pacchlIaThCsl ClIaM U CChLJIKU Ha (DUILIMHTOBBIE CANUTHI;

YcranoBu HaaexHbid napois (PIN) Ha MoOMIBHBIN TenedoH;

OTkiIr04M coXpaHEeHHe mapoJs B Opaysepe;

He oTkpsiBail ¢aitibl U Apyrue BIOKEHUS B TUCbMAX, 1aK€ €CIIU OHU MPUIILIA OT
TBOMX JApy3el. Jlydle yTouHu y HUX, OTIIPaBIIsUIN JIU OHU TeOe 3TU (ailibl.



Mudposas penyranus

[Mudposast penmyraius - 3T0 HETaTUBHAs UM MO3UTUBHASI HH(OpMAaIMS B CETH O Teoe.
Komnpomerupyromas napopmanus, pasMelieHHas B MHTEPHETE, MOKET CEPhe3HBIM
0o0pa3oM OTpa3uThcs Ha TBOEH peanbHOM ku3HU. "L{udposas penmyranusa" - 370 TBONH UMUK,
KOTOPBIH hopMupyeTcs u3 nHpopmaluu o Tede B UHTEPHETE.

TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TIOJIOKEHHE, 0COOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIIJIMBACTCS B CETH.

MHor#e moApOCTKH JETKOMBICIIEHHO OTHOCSTCS K ITyOJIMKAITUHY JIMYHON HHGOpMATTHH
B lHTEepHETE, HE TOHUMAst BO3MOXKHBIX IMOCIEACTBUHN. ThI axke He CMOKEITh T0TaaaThCsl O
TOM, 4TO oTorpadus, pasMericHHas 5 JeT Ha3al, CTajla IPUIMHON OTKa3a MPUHATH TeOs Ha
paooTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiMCcTBUs MOTYT HeE
HCUYE3HYTh JAXKE I0CIIE TOTO, KaK Thl MX YJAaIullb. Tl HE 3HACIIb, KTO COXPAHWII 3Ty
MH(pOpMaLIO, II0TIaJIa JIM OHA B IOMCKOBBIE CUCTEMBI M COXPaHWIACh JIM OHA, A TJIABHOE: YTO
MOJyMaroT O TeOE OKpYKaroIIHe JIF01, KOTOpble HAWAYT U YBUIAT 3T0. Haiitu
MH(}OPMALIMIO MHOTO JIET CITYCTSI CMOKET JIF00OH - KaKk U3 100pBIX NOOYKICHHI, TaK U C
HaMEpEHUEM MPUYUHUTD BPE. ITO MOKET ObITh KTO YTOJHO.

OcHoeHble cosembl no 3augume YUPPoeoil penymauuu:

1. Tlomymaii, mpesxie YeM 4TO-TO IMyOJIMKOBATh U Mepe/laBaTh y ceOs B OJI0TE WU B
COILIMAILHOM CETH;

2. B Hactpoiikax npoduiis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPODUIIL U ero
COJIEP’KUMOT0, CAEINIAN ero TOJBKO "1 apy3ei’’;

3. He pasmemraii u He yka3piBail HHPOPMAIIHIO, KOTOPAsk MOKET KOT0-THOO OCKOPOJIATH
WIH O0MXKAaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE MKOJLHUKH - aKTUBHBIE MOJIb30BATENN IIU(POBOTO MPOCTPAHCTBRA.
OpmHako JaeKko He BCE 3HAIOT, UYTO MOJb30BAaHNE MHOTUMHU BO3MOYKHOCTSIMU ITU(POBOTO
MHUpa TpeOyeT COOTI0ACHHS MPaB Ha MHTEIUICKTyaJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIEKTYalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAaUMHAsl C HOBBIX M300pPETEHU U 3HAKOB, 0003HAUAOIIUX
COOCTBEHHOCTb Ha MPOJIYKTHI U YCIYTH, U 3aKaHUMBasi KHUTaMu, poTorpadusmu,
KUHO(DHIBMaMH ¥ MY3bIKaJIbHBIMU MPOU3BEICHUAMH.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTD Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UICKYCCTBA. ABTOPCKHUE NPaBa BBICTYIAIOT B KAYECTBE
rapaHTHH TOTO, YTO UHTEJUIEKTYaJIbHBII/TBOPUECKHUI TPyl aBTOpa HE OyIeT HampacHbIM,
JaCT eMy CIIpaBeIJIMBbIE BO3MOXKHOCTHU 3apad0TaTh HA pe3yibTaTax CBOEro TPY/la, MOJIYUYHTh
M3BECTHOCTH U Mpu3HaHue. Hukro 6e3 paspelienus aBTopa He MOXKET BOCIIPOU3BOIAUTH €T0
MPOU3BEJIEHUE, PACTIPOCTPAHATD, MyOJIUYHO IEMOHCTPUPOBATH, TPOJIABATh, UMIIOPTHUPOBATH,



IIyCKaTh B MIPOKAT, MyOJINYHO UCIIONHSTH, IOKA3bIBATh/UCIOIHATH B 3(hUpe WK pa3MellaTh B
WNHurtepHere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00ecrieueHus MOKET MPUBECTH K
MHOT'MIM pHCKaM: OT MTOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, T/Ie YCTAaHOBJICHA HEJleralibHas nporpamMma. He cTouT Takxke 3a0bIBaTh, 4TO
CYILLECTBYIOT JIETAJIbHbIE U OECIUIATHBIE MPOrPaMMBbl, KOTOPBIE MOKHO HANTH B CETH.

O nmopraJne

CereBrU4OK.p( - TBOM TTIaBHBIM COBETUYHK B CETU. 37I€Ch Thl MOKEIIb Y3HATH O
0€30MacHOCTH B CETH MOHSATHBIM U IOCTYIHBIM S3bIKOM, a P BOZHUKHOBEHUHU
KPUTUYECKON CUTYyallul OOpAaTUTHCS 32 COBETOM. A Tak)Ke MPHUHATH y4acTUE B KOHKYpCax U
CTaTh CaMbIM LIU(PPOBBIM I'PaXKTAHUHOM!



